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Install-Package Microsoft.Extensions. Dependencylnjection —Version 2.2.0
Install-Package Microsoft. AspNetCore. DataProtection —Version 2.2.0

// add data protection services

var serviceCollection = new ServiceCollection();
serviceCollection. AddDataProtection() ;

var services = serviceCollection. BuildServiceProvider () ;

var provider = services.GetRequiredService<IDataProtectionProvider> () ;
var protector= provider.CreateProtector (“xcode. test”) ;

//var provider = services. GetDataProtectionProvider () :
//var protector= services. GetDataProtector ("xcode. test”);

string input= “this is xcode.me test”;

// protect the payload
string protectedPayload = protector.Protect (input) ;

// unprotect the payload
string unprotectedPayload = protector.Unprotect (protectedPayload) ;
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Password-Based Cryptography Specification Version 2.0

Install-Package Microsoft.AspNetCore.Cryptography.KeyDerivation
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string password = “www. xcode. me”;

// generate a 128-bit salt using a secure PRNG
byte[] salt = new byte[128 / 8]:
using (var rng = RandomNumberGenerator. Create())

{
rng. GetBytes (salt) ;

}

string saltString = Convert. ToBase64String(salt);

// derive a 256-bit subkey (use HMACSHA1 with 10, 000 iterations)
var hashedBytes = KeyDerivation. Pbkdf2 (password, salt, prf:
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KeyDerivationPrf. HMACSHA1, 10000, 256 / 8);
string hashedString = Convert. ToBase64String (hashedBytes) ;
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// convert the normal protector into a time—limited protector
var timeLimitedProtector = baseProtector. ToTimeLimitedDataProtector () ;

// get some input and protect it for five seconds

string protectedData = timeLimitedProtector.Protect (input, lifetime:
TimeSpan. FromSeconds (5)) ;
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ProtectKeysTo* : ECEZHIFMENE
ProtectKeysWith*: I3Z4E#H{TINER
SetDefaultKeyLifetime: BAIAZZSEEREA 90 X
SetApplicationName: NFEFIRE
DisableAutomaticKeyGeneration: ZHBz
UseCryptographicAlgorithms: BEXExX
UseCustomCryptographicAlgorithms: BENX&X
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Data Protection machine-wide policy support in ASP.NET Core
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Non-DI aware scenarios for Data Protection in ASP.NET Core
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» |AuthenticatedEncryptor
= |AuthenticatedEncryptorDescriptor
» |AuthenticatedEncryptorDescriptorDeserializer
= AuthenticatedEncryptorConfiguration
= IKeyManager
» XmlKeyManager
= IXmlIRepository
» IXmlEncryptor
IXmIDecryptor
» IKeyEscrowSink
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