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B EEMAKE

UrlHelperBase ZEHEY IsLocalUr] SCIR

>k H <https://github.com/aspnet/AspNetCore/blob/master/src/Mvc/Mvc.Core/src/Routing/UrlHelperBase.cs>

private TActionResult RedirectTolLocal (string returnUrl)

{
if (Url. IsLocalUrl (returnUrl))
return Redirect (returnUrl) ;
}
else
{
return RedirectToAction (nameof (HomeController. Index),
"Home”) ;
}
}

B BUEAR XSS IEANWE

BuhmIA (XSS) B— i &eimR, XeEF=AKEER s USEAZSmME, SEM
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(FEABH1E XSS N FRFERE

= KIBASRAZEERIEIERN HTML iRER.,
- RBEUEM HTML iRERES, B5o#H T HTML w3, JSIIAREHITIIAwAT.

{5F3 Razor 1B/ AT HTML 4RES

var untrustedInput = “<\"123\">";
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@untrustedInput

{85/ Razor BY JavaScript J@H3

@using System. Text. Encodings. Web;
@inject JavaScriptEncoder encoder;

@f
var untrustedInput = “<\"123\">”;

}

{script>
document. write ("@encoder. Encode (untrustedInput)”) ;
{/script>

FEREABRMER HTML, Javascript I URL #5528

public class HomeController : Controller

{
HtmlEncoder htmlEncoder;
JavaScriptEncoder javaScriptEncoder;
UrlEncoder urlEncoder;

public HomeController (HtmlEncoder htmlEncoder,
JavaScriptEncoder
javascriptEncoder,
UrlEncoder
urlEncoder)

~htmlEncoder = htmlEncoder:;
_javaScriptEncoder = javascriptEncoder;
~urlEncoder = urlEncoder;

nn

var example = “\"Quoted Value with spaces and &\””;
var encodedValue = urlEncoder. Encode (example) ;

ERIETEES

BIAEIR TmAgesfRE]/9 Unicode SEEIRIR 2SR, It1T/9%8/0 Razor TagHelper #]
HtmlHelper 21, EAEKERmERMEFE.

<p>This link text is in Chinese: @Html.ActionLink ("VXi% /8 :E", “Index”)</p>
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services. AddSingleton<HtmlEncoder> (
HtmlEncoder. Create (allowedRanges: newl[]
{ UnicodeRanges. BasicLatin,

UnicodeRanges. CjkUnifiedIdeographs }));

FINBR TERE(FER: System.Text.Encodings.Web.*Encoder.Default 2584715

B LEESuS ISR 9IE (XSRF/CSRF) I

1MEX Antiforgery BA{RFRICSIFE

>k H <https://github.com/aspnet/AspNetCore/tree/master/src/Antiforgery>
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B MEI— 15, BalERRIBh<SHE, FE FormTagHelper 37§,

- BEEMR= (action=""),
- IBEBMRM (<form method="post">),

B IRERCERNEE
{form asp—controller="Manage” asp-action="ChangePassword” method="post”>
</form>

@using (Html.BeginForm(”ChangePassword”, “Manage”))

{
}

{form action="/" method="post”>
@Html. AntiForgeryToken ()
<{/form>
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{input name="_RequestVerificationToken” type="hidden” value="CfDJ8NrAkS”>

SATEERRRAIAFRIC?

EEAASM, Hasp-antiforgery/@tt

{form method="post” asp—antiforgery="false”>

<{/form>

(eI SHEBRRIC S ENE T

{!form method="post”>

</ form>

MEFIER FormTagHelper #xiE

@removeTagHelper Microsoft. AspNetCore. Mve. TagHelpers. FormTagHelper,
Microsoft. AspNetCore. Mvc. TagHelpers

BENFA{A AntiforgeryOptions 15EIR

services. AddAntiforgery (options =>

{

// Set Cookie properties using CookieBuilder propertiest.
options. FormFieldName = “AntiforgeryFieldname”;

options. HeaderName = “X-CSRF-TOKEN-HEADERNAME” ;

options. SuppressXFrameOptionsHeader = false;
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B RFERRRLAIETR. WRnull, RASINARBEREUE,

IEEERE IR RERX-Frame-Optionstrsk, BUABR T, {E79"SAMEORIGIN'4E
Bitmsk, EAIAJD false,

public void Configure (IApplicationBuilder app, IAntiforgery antiforgery)

{
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app. Use (next => context =>
{

// The request token can be sent as a JavaScript-readable
cookie,
// and Angular uses it by default.
var tokens = antiforgery. GetAndStoreTokens (context) ;
context. Response. Cookies. Append (" XSRF-TOKEN”,
tokens. RequestToken) ;

return next (context) :

D
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XIFHA HTTP B A

[HttpPost]
[ValidateAntiForgeryToken]
public async Task<IActionResult> RemoveLogin(RemoveLoginViewModel account)

{
}

{3745 POST i8ia, Az§F: GET. HEAD, OPTIONS #0 TRACE

[Authorize]
[AutoValidateAntiforgeryToken]
public class ManageController : Controller

{
}

services. AddMvc (options =>
options. Filters. Add (new AutoValidateAntiforgeryTokenAttribute()));

BJ{@id IgnoreAntiforgeryToken ZR&BHHIAFCIGIE,

[AutoValidateAntiforgeryToken]
public class ManageController : Controller
{
[HttpPost]
[IgnoreAntiforgeryToken]
public async Task<IActionResult> DoSomethingSafe (SomeViewModel
model)
{

// no antiforgery token required
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{s5F3 JavaScript BT AJAX 12 3ZBH{A<ShE
xhttp. setRequestHeader ("X-CSRF-TOKEN”, csrfToken)

services. AddAntiforgery (options => options.HeaderName = “X-XSRF-TOKEN”) ;

Britricy Rt

IAntiForgeryAdditionalDataProvider
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