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B HTTP, HTTPS F[ HSTS
>k H <https://www.cnblogs.com/upyun/p/7447977 .html|>

SSL/TLSHYIETTAHIBIRIA

Sk H <http://www.ruanyifeng.com/blog/2014/02/ss| tls.htm|>

W SEROERERR HTTPS iEK

RequireHttpsAttribute. cs
>k H <https://github.com/aspnet/AspNetCore/blob/master/src/Mvc/Mvc.Core/src/RequireHttpsAttribute.cs>

services.AddMvc(options => options.SsIPort = 44328)

B SE£EEKRERZ HTTPS iEK

HTTPS ZRE&HREN14

>k H <https://github.com/aspnet/AspNetCore/tree/master/src/Middleware/HttpsPolicy/src>

HTTPS EETEMSEMH (UseHttpsRedirection) & HITP i&REEEE] HITPS,
HSTS HR[EW4 (Usellsts) MAIZFUmAETIEERTEMENMY HSTS) Rk,

REREEEFIIREERHTTPSEERFIHSTSIRL, BAFRERLLLFEN.

app. UselttpsRedirection() ;

BIABEREERFIN : 307 REA5F1443i%m ]

FEMR B FHTTPE B MRS X B <https://www.cnblogs.com/wuguanglin/p/redirect.html|>

SRATTPIRZAAY302. 303MI307HIMEE <http://www.cnblogs.com/cswuyg/p/3871976.html>

A BRARIHTTPSIR AL —:

1. ¥EZE ASPNETCORE HTTPS PORT iRE.
2. UseSetting("https_port", "8080")
3. launchsettings.json
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meERERMNE, FEMRERLFES, ERLERREMIEETRAY X-
Forwarded-Proto L&#T Request.Scheme , NRFEAARY, BHMEEREIR,

A

FNTERE: F428-REBEELSRMEE 457

&

public void ConfigureServices(IServiceCollection services)

{

services. AddHttpsRedirection(options =>

{

options. RedirectStatusCode =
StatusCodes. Status307TemporaryRedirect;
options. HttpsPort = 5001;
b

EEFIMNEPEERAEER:

public void ConfigureServices(IServiceCollection services)

{

// IHostingEnvironment (stored in env) is injected into the
Startup class.

if (! env. IsDevelopment())

{

services. AddHttpsRedirection (options =>

{

options. RedirectStatusCode =
StatusCodes. Status308PermanentRedirect;
options. HttpsPort = 443;

) ;

WA LUBISURIESREGEEMEIHTTPSIMY : 5510H-URLEERISES (73551H)

public void Configure (IApplicationBuilder app)
{

var options = new RewriteOptions().AddRedirectToHttps (301,
5001) ;
app. UseRewriter (options) ;

}

BN, HMEERHEEFRIER: HTTPS =M a (UseHttpsRedirection) ,

HTTP FEFERIZ 2 MY (HSTS)

HTTP Strict Transport Security
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>k H <https://developer.mozilla.org/zh-CN/docs/Security/HTTP_Strict Transport Security>

HSTSHIY AR

K B <https://www.jianshu.com/p/caa80c7ad45c>

HEEFIRMIRS RS, KSENRESTT, RS miEd hE ISk RsE.

services. AddHsts (options =>

{
options. Preload = true;
options. IncludeSubDomains = true;
options. MaxAge = TimeSpan. FromDays (60) ;
options. ExcludedHosts. Add (“example. com”) ;
options. ExcludedHosts. Add ("www. example. com”) ;
DK

app. Usellsts () ;

UseHsts A~E3EIREIFAH]: localhost, 127.0.0.1 0 [:1]
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